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SImple example how difficult it
S 10 be aware of end-user
ISSUES. ..



VVho ot you are using a thin
client (SPV wallet) on your
smartphone”



VWho of you on a 10S device”’
Have you self-compiled ano
self-installed the binary”



[here Is no verifiable
security-proof or a link
between an app

(or an a
Specific s

ate of -

store binary

Op update) and a

he code (gt

commit)
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OS applications can't be
Jhashed" or verified



private key storage
mixed with
auto-update

mixed with

app sandboxing

results In
s,aquestionable* trust and
security model
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The door to the walk-in vault in the Winona Savings Bank in Winona, Minnesota, United States
CCBY-SA3.0



L ets assume 10’000 users
with a avg. wallet value of

1°000 $.

1his results In an attack-
bounty of 10 million $.



Sut walit!
VWe have code-signing”’

Well,... for what purpose
exactly’?
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Sitcoin scaling focuses mostly
on the core iInfrastructure,
often leaving out the end
users perspective.
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Sunning a full node wallet is
currently ,,extremely
difficult” for the novice end-
User.



Decentra
are on

zed S
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P\ wallets

y WOrking on
smartpnones because we
have hundreds of full node
operators providing
CPU&HDD intensive free-
of-charge services.




~lus. Aimost all ,lignt-clients”
do leak private data (due to
bloom filtering).
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SMTP analogy

It is relatively complex to run your own Mail Server
Most ,,Mail“ users are no longer directly using SMTP
SMTP has been extended to death and could probably
seen as a dying out protocol.

Most novice end-users are using a centralized hosted
mail solution nowadays (resulting in various privacy and
security issued)

Encryption has never been made it to an ,,industry

standard*



Make Bitcoin
Great Again!



Amount of economical
independent (full)
nodes is declining

Missing option to
securely connect
peers
(Connect your thin-
client with a trusted
full node)

Missing standard for
hardware wallets
resulting in leaving iI0OS
in the dark.
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End users are more
and more using 2nd
layer applications not
directly connected with
the p2p network.

Missing standards or
communication
channels for Multisig.

End users haven't
shifted to the ,be-your-
own-bank” security
mindset.



Keeping end-users on the
D20 Network will nelp
decentralization.

(Or bringing them back)
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A Swiss Bank Account in
Your Pocket”



Missing option to
securely connect
peers

(Connect your thin
client with your full
node)
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Bl

21650/157
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unencrypted,
unauthenticated

Peer
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unencrypted,
unauthenticated

e Censor outgoing transactions

e Hold back blocks/tx

e Analyse wallet/behavior
(Fingerprinting)
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Trusted Trusted
Peer Peer

Nternet

SPV
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A Swiss Bank Access
at Home"
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tSee Pinec4d Odroid-C

~1203 29% 403
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PASSIV survelllance
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Active survelllance (with BIP157)

e Ephemeral key substitution in both directions

¢ Risks being detected
e MITM avoidable with BIP150



Controllable Stack
ChaCha20-Poly1305

Jsed by opensSsH
Widely used by Google




@
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Why not openSSL?

il O = openssl.org

PENSSL croliBAR

Home | Blog Downloads @ Docs @ News @ Policies @ Community @ Support

Vulnerabilities

If you think you have found a security bug in OpenSSL, please send mail to openssl-
security@openssl.org. If you want to encrypt the mail, you can use our team's PGP Key. Or you can
send mail to one or more individual Team Members, encrypted or plaintext. We will work with you

to assess and fix the flaw, as discussed in our Security Policy.
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Related solutions?

stunnel openVEN

or
e



ChaCha20-Poly1305@openssh

- 25001t AEAD (stream cipher)
» ~300 lines of code

» auditaple

- fast(er)

* NO KNOWN Security weakness




ChaCha20

crypto stream moon/avx2/64 dolbeau/amd64-avx2 krovet.z/veclia e/‘“ﬁ't!‘t‘ps://bench. Cr.yp.to
chacha20 : ¥ 3 i 20160921
implementations

krovetz/aygd

amd64 Skylake

armeabi Cortex-A9

Time 2048 4096 8192 16384 32768
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New P2P message structure

4bytes 12bytes 4bytes 4bytes
SHA256(SHA256())
OLD
NEW 4bytes ? 16bytes

ciphertext payload MAC tag

n

inv header old format: 24 bytes
inv header new format: 28 bytes

varlen 4bytes




BIP150

-Ingerprinting free peer
authentication
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AUTHCHALLENGE

HASH( session_id || ,i* || remote-peers-expected-identity-pubkey )

AUTHREPLY

signature( identity_key, session_id )

AUTHPROPOSE
HASH( session_id || ,p“ || client-identity-pubkey )

AUTHCHALLENGE

HASH( session_id || ,r* || client-identity-pubkey )

AUTHREPLY

-> signature( identity_key, session_id )
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Thanks.

Questions”?

Yy _jonasschneli

b dev@jonasschnelli.ch



